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RANSOMWARE OVERVIEW

Five things you need to know
Cryptolocker

CRYPTOLOCKER: A BRIEF HISTORY I CYBERCRIME

Ransomware attacks have been cceurring for more than a decade, but it's been in the last few years
that we've seen large-scale attacks. Computer security experts have theorized that the rise in this type
of attack is due to its higher rate of success versus other cybercrimes that have become more difficult.
Plus, these days, the software for ransomware is cheap and readily available—perpetrators need only
malicious intent to carry out an attack. No coding required!

—

\tL Once infected with ransomware, victims have two choices: either pay the ransom or permanently
1| lose access to their files. The malware used to encrypt files can be difficult to defend against, and the
encryption in most cases can't be broken.

Ransomware has become atiraciive to criminals, because they know that many individuals and
companies have incomplete data backups—ar no backup at all-and, thus, are likely to pay the ransom
to recover their files. The criminals have generally kept their ransom demands low, opting for figures

| that were: a} Ii ikely to be paid; and b) not likely to be investigated by law enforcement.

instances, advised companies to "just pay the
ransom.” Unfortunately, paying the attackers off
pensrss is a strategy that encourages the expansion of
. such extortion schemes. Furthermore, there's no i
3«;};:; niifff.:‘%;i?"f;f va s o ra et guarantee that the files will be decrypted once the |
ransom has been paid. ;
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In 2014, Cryptolocker malware was largely |
neutralized by Operation Tovar, an international I N
collaboration of security companies and law '
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enforcement, that successfully shut down the ﬁ\%
command and controt centers and the GameOver | **)
Zeus botnets that drove the ransomware. ‘1 £
However, the scourge of ransomware is far from l‘
over. Cryptol.ocker, as a result of its success,

spawned a slew of copycats. According to the \
Cyber Threat Alliance, they promise to wreak }

havoc in 2016, L



